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Thi s Deci sion concerns the eligibility of XXXXXXX (hereinafter "the
individual") to hold an access authorization.® The regul ations
governing the individual's eligibility are set forth at 10 C F. R
Part 710, "Criteria and Procedures for Determning Eligibility for
Access to Classified Matter or Special Nucl ear Material." This
Decision will consider whether, based on the testinony and ot her
evi dence presented in this proceeding, the individual is eligible
for an access authorization. As discussed below, | find that access
aut hori zation should not be granted in this case.

.  BACKGROUND

This adm ni strative review proceedi ng began with the issuance of a
notification letter by a Departnment of Energy (DOE) Ofice,
informng the individual that information in the possession of the
DCE created substantial doubt pertaining to his eligibility for an
access authorization in connection with his work. I n accordance
wth 10 CF.R 8 710.21, the notification letter included a
statenment of the derogatory information causing the security
concern.

The notification letter cited concerns related to the fact that the
i ndi vidual has parents and siblings who are citizens of a foreign
country whose interest are inimcal to those of the United States
(hereinafter “sensitive country”) and who continue to reside there.
The individual has ongoing contact with these famly nenbers and

1/ An access authorization (or security clearance) 1is an
adm nistrative determnation that an individual is eligible
for access to classified matter or special nuclear material.
10 CF.R § 710.5.



has returned to that sensitive country to visit them According to
the notification letter, this represents a security concern under
10 CF.R 8 710.8(e)(Criterion E). Criterion E provides that
derogatory information i ncludes i nformati on that the individual has
“Parent (s), brother(s), sister(s), spouse, or offspring residing in
a nation whose interests may be inimcal to the interests of the
United States.”

The Notification Letter also states there is a security concern
under 10 CF. R 8 710.8(1), which refers to circunstances

i ndi cating that an individual may be subject to pressure or
coercion. 2 Specifically, the letter notes the follow ng as
concerns: (i) during a 1989 interrogation by the governnent of
the sensitive country, the individual may have indicated |loyalty
to that governnent and approval of its ruling party; (ii) the
individual’s wife is a citizen of the sensitive country and
resides inthe US. as a resident alien; (iii) the individual
was aware of but failed to report some inproper accounting by his
former governnment contractor enployer; (iv) the individual

mai ntai ns a passport fromthe sensitive country; (v) the

i ndi vi dual and his siblings have worked for the governnment of the
sensitive country, and therefore may have conflicting

al | egi ances.

The notification letter infornmed the individual that he was
entitled to a hearing before a Hearing O ficer, in order to
respond to the information contained in that letter. The

i ndi vidual requested a hearing, and that request was forwarded by
the DOE Ofice to the Ofice of Hearings and Appeals (OHA). |
was appointed the Hearing Oficer in this matter. |n accordance
with 10 CF. R 8§ 710.25(e) and (g), the hearing was convened.

At the hearing, the individual testified on his own behalf, and
presented the testinony of his wife, several supervisors and co-
wor kers, both current and former, and two nei ghbors. The DCE
Counsel presented the testinony of a security specialist.

2/ Criterion L pertains to unusual conduct or circunstances that
tend to show an individual is not honest, reliable or
trustworthy, or that furnish reason to believe he may be
subj ect to pressure, coercion, exploitation or duress, which
may cause himto act contrary to the best interests of the
national security.



1. Heari ng Testi nbny

A.  Security Speciali st

The security specialist described the nature of the security
concern associated with Criterion EE He indicated that this
criterion “speaks to an individual’s potential susceptibility to
pressure, coercion or duress, particularly in the context of an
individual’s famly nenbers, relatives, [and] feelings of
affection for those individuals living in countries. . . deened
sensitive and [which] have unfriendly aspirations towards our
national security or our country.” Tr. at 124. The security
specialist stated that the sensitive country has “ainms not
consistent wth the ains of our governnent, our country.” Tr. at
127. In this regard, the security specialist pointed out that
the individual identified a nunber of famly nenbers, including
his parents and siblings, still residing in the sensitive
country. According to the security specialist, the individual
stated that he visits these famly nenbers and has affection for
them The security specialist noted that the individual also
travels to the sensitive country for professional conferences.
He testified that DOE records show that the individual travel ed
to that country as recently as April 2006 to visit his ailing
father. Tr. at 124-27. DOE Exh. 12. The security speciali st
further testified that since the individual has famly nenbers
who reside in the sensitive country, they are possibly
susceptible to pressure and coercion. Through them undue

i nfluence could then be exerted upon the individual. The
security specialist expressed a concern as to what the individual
would do if his relatives were put under pressure, and as to what
actions he would take on behalf of his relatives if they were
subj ected to “human rights violations.” Tr. at 127-28. The
security specialist testified that in his viewthere wll
continue to be a security concern as long as the individual has
close famly nmenbers living in the sensitive country. Tr. at
129.

The security specialist believed that the fact that the

i ndi vidual’s parents were required to performforced |abor in the
1960s, and the fact that the individual was interrogated in 1989
by officials of the sensitive country and was “forced” to profess
his allegiance to that country constitute further evidence that
he m ght be subject to coercion. Tr. at 144-55, 186. The
security specialist testified that this gave rise to a simlar
concern under Criterion L, which also refers to susceptibility to
pressure or coercion.



The security specialist also testified that the followng matters
i nvol ving the individual or which the individual was aware of
raise Criterion L concerns: over-billing and noney | aundering by
his fornmer U S. governnment contractor enployer (Tr. at 136, 176);
hosting a guest speaker at work who is a native of the sensitive
country (Tr. at 140)3 his wi fe holds a passport fromthe
sensitive country (Tr. at 140).

B. The I ndi vi dual

The individual arrived in the US. in 1992. He indicated that he
has been a U S. citizen since 2000. He intends to live in the
US. permanently. Tr. at 241-42, 243. He testified that his
only allegiance is to the U S. and that he |oves this country.

Tr. at 233, 236.

The individual stated that his elderly parents and several
brothers and sisters still live in the sensitive country. Tr. at
232. He loves his parents, but cares somewhat |ess for his
siblings. Tr. at 253-54. He speaks to his parents about once a
month. Tr. at 247. He has nade three trips to the sensitive
country since comng to live in the U S.: Cctober 1-10, 1998, for
a professional conference; Decenber 1-10, 2001, to visit famly;
and April 5-25, 2006, to care for his father. He stated that he
gave proper debriefings before and after those trips and spoke to
no governnent officials of the sensitive country. Tr. at 230-31.

Addressing the Criterion E concern, the individual stated that
his parents who still live in the sensitive country will not be
subj ect to pressure or coercion because they are elderly and have
nothing to do with the governnent. Tr. at 234, 255. Simlarly,
he does not fear that “sonething could happen” to his siblings.
Tr. at 232. Nevertheless, he stated that if such a situation
canme to pass he would report it “to ny supervisor and ny
managenent” and get “further instruction.” Tr. at 257.

The individual also addressed the Criterion L concerns. Wth
respect to his sponsorship of the speaker who is fromthe
sensitive country, the individual stated that he had never net
this person prior to the speaking event and that he has no
ongoi ng contact with this person. Tr. at 280-81. He indicated
that he did not invite the speaker. Rather, a request to host

3/ Thi s i ssue was rai sed by the DCE subsequent to the i ssuance of
the notification letter. DOE Exh. 13.



t he speaker came to the individual’s work group in the formof a
general request froma local university. Tr. at 227. He stated
that he was encouraged by his supervisor to host this speaker,
and it was processed through official channels. Tr. at 227-28.

The individual also testified about whether he was aware that his
former governnment contractor enployer had inproperly failed to
provide himw th the appropriate nunber of assistants. In this
regard, the individual stated that he had requested two or three
assi stants, but only received one. However, he stated that he
did not know what was in the final version of the proposal that
his fornmer enployer sent forth, and has no know edge of what he
was entitled to under his former enployer’s contract with the
U.S. governnent, because he never saw a final version of the
proposal . Tr. at 271-74.

The individual also addressed the concern raised in the
notification letter regardi ng whet her he had reported over-
billing by a fornmer governnment contractor enployer. In this
regard, the individual stated that he was term nated froma
position with that contractor and once he was no | onger on the

j ob, there was no | onger any enpl oyee qualified to performthe
research specified in the project. According to the individual,
the contractor continued to use contract funds, but for personal
business. The individual testified that he did disclose what he
knew about this matter to his supervisor in an email. Tr. at
248-49. ¢

C. Co-workers and Supervisors.

The individual presented the testinony of seven fornmer and
current co-workers and supervisors. For the nost part these

wi t nesses had known the individual for several years. Tr. at

10, 27, 70, 78, 114. Their contacts with the individual ranged
fromseveral tines a nonth to several tinmes a week. Tr. at 10,
47,70,79, 81, 95, 117. They testified that the individual is a
hard worker and a fine enployee. Tr. at 11, 28, 47, 99. They

al so believed the individual is honest and a | oyal Anerican. Tr.
at 12, 27, 29, 69, 76-77, 79, 96.

4/ The individual submtted a copy of that email. [Individual’s
subm ssi on of August 2, 2006.



D. Nei ghbors

The individual presented the testinony of two neighbors. These
w t nesses have known the individual for about four years. Tr. at
33, 85. They do not socialize frequently with the individual,

but do speak to himfromtine to time. Tr. at 37, 38, 90. They
both believed that the individual is a man of great integrity and
honesty. Tr. at 34, 87.

E. Wfe °

The individual’s wife, currently a citizen of the sensitive
country, testified that she has been in the U S. since 1995 She
has a “green card.” Since sheis not a U S. citizen, she

mai ntai ns a passport fromthe sensitive country and is able to
travel freely to that country. Tr. at 211

Her parents are no |longer alive, and she has one sister and two
brothers still living in the sensitive country. Tr. at 212. She
has affection for her famly. Tr. at 214. She has made several
trips to the sensitive country since 1998. Tr. at 199, 202. Her
nost recent trip took place in January through April 2006. She
traveled to that country in order to visit and care for her
husband’s father who is ill. She stayed wth her sister during
that time. Tr. at 199-201. She indicated that she would trave
to the sensitive country upon the death of her husband’s parents.
Tr. at 217.

The individual’s wife stated that her husband speaks to his
parents about once a nonth. Tr. at 206. He has sone coll ege
friends in that country with whom he has contact only very
infrequently. Tr. at 207. The individual and his wife own no
property in the sensitive country, and have no financial ties
there. Tr. at 197, 216.

She testified that her husband considers the U. S. his honel and,
and that he is a loyal American. He left the sensitive country
for his freedom and has no intent to nove back there. Tr. at
198, 199, 215, 218.

5/ The individual’s wife testified through a transl ator because
her English is limted.



I11. Applicable Standards

A DCE adm ni strative review proceedi ng under 10 CF. R Part 710
is not a crimnal case, in which the burden is on the governnent
to prove the defendant guilty beyond a reasonable doubt. 1In this
type of case, we apply a different standard, which is designed to
protect national security interests. A hearing is “for the

pur pose of affording the individual an opportunity of supporting
his eligibility for access authorization.” 10 CF.R

8§ 710.21(b)(6). The burden is on the individual to cone forward
at the hearing with evidence to convince the DCE that granting or
restoring his access authorization “would not endanger the common
defense and security and would be clearly consistent with the
national interest.” 10 C.F. R § 710.27(d).

This standard inplies that there is a strong presunption agai nst
the granting or restoring of a security clearance. See Dep’'t of
Navy v. Egan, 484 U.S. 518, 531 (1988) (the “clearly consistent
with the interests of the national security test” for the
granting of security clearances indicates “that security-

cl earance determ nations should err, if they nust, on the side of
denials”); Dorfnont v. Brown, 913 F.2d 1399, 1403 (9th G
1990) (strong presunption against the issuance of a security

cl earance). Consequently, it is necessary and appropriate to

pl ace the burden of persuasion on the individual in cases

i nvol vi ng national security issues. Personnel Security Hearing
(Case No. VSO 0002), 24 DOE § 82,752 at 85,511 (1995).

Once a security concern has been found to exist, the individual
has the burden of going forward with evidence to rebut, refute,
expl ain, extenuate or mtigate the allegations. Personnel
Security Hearing (Case No. VSO 0005), 24 DCE § 82,753 (1995),
aff’d, 25 DOE 83,013 (1995). See also 10 CF.R § 710.7(c).

V. Analysis

The issue in this case is whether the individual has mtigated
the Criteria E and L concerns set forth in the Notification
Letter. As discussed below, | find that the individual has not
resol ved the security concerns.

Criterion E

The individual in this case inpressed ne very favorably. He is
extrenely intelligent, and a hard working, well-respected
professional. He is a person wth a high degree of integrity and
honesty. | do not believe that he retains any synpathy for the
government of his fornmer country. | amconvinced that he is a



loyal citizen of the U S. | do not believe that he has ever
i nproperly disclosed any sensitive information to which he now
has access. | also do not believe that he would, on his own

volition, inproperly divulge any classified or sensitive
i nformation.

However, there is no question that he has close relatives living
in the sensitive country. Consequently, there remains a concern
as to what this individual would do if his parents were subjected
to pressure or coercion. |In this regard, the individual states
that this possibility is so renote as to not rise to the |evel of
a security concern. He maintains that his parents are so elderly
that they are of no interest to the governnment of the sensitive
country. He indicates that it is therefore highly unlikely that
they woul d ever be arrested in order to be forced to provide
information to the governnent. | am persuaded that this is true.

However, this does not address the entire scope of the security
concern that exists here. Another type of risk arises because
the sensitive foreign country is in a position to force the

i ndi vidual to choose between his own safety or that of famly
menbers, and U.S. security. For exanple, the individual m ght
privately return to the sensitive country to assist his elderly,
i1l parents or to attend their funerals. He mght then be
arrested and inprisoned until he divulged information which the
government of the sensitive country was seeking. Even if the

i ndividual remains in the U S., the governnent of the sensitive
country could arrest the individual’s relatives who live there in
order to pressure the individual into divulging classified
information in exchange for their rel ease or safety.

These types of very serious circunmstances in which this

i ndi vi dual could unfortunately find hinself all involve dreadful,
agoni zi ng choi ces between his own safety or that of his famly,
and the national security of the U S. The individual did not
address these types of concerns, other than to say he would

i mredi ately informhis supervisor and ot her appropriate
individuals if he suspected that he was being subjected to
pressure or coercion. This assertion in and of itself is not

sufficient to resolve the security risk. | amnot convinced that
the individual is in a position to give reliable assurances as to
what he would do in such a situation. | am not persuaded that he

woul d be able to disregard all personal pressures and famly
affection and ties, and act solely in the best interests of the
US in a situation of extreme pressure and coercion involving
hi msel f or | oved-ones. Due to his ties with close relatives
living in a sensitive country, the individual presents a greater
security risk than Anericans without such ties. This is so even



if the individual never returns to that country. Accordingly, he
has not resolved the Criterion E concerns.

Criterion L

As indicated above, the notification letter expressed a concern
regarding the fact that during a 1989 interrogation by the
officials of the sensitive country, the individual gave sone
responses in which he indicated his loyalty to that country. The
letter also cited other instances in which the individual
expressed his loyalty to that sensitive country while he was
still a citizen. | do not believe that the individual’s
responses in those interrogations in and of thenselves give rise
to a concern regarding his current trustworthiness and loyalty to
the United States. Those responses cane 16 years ago when the

i ndividual was a citizen of the sensitive country, not a citizen

of the U S. | do not see how those answers can be construed to
suggest that the individual is currently disloyal to the U S.,
m ght beconme so, or has conflicting allegiances. | recognize

the security specialist’s point that the responses could provide
sone additional evidence regarding the Criterion E concern, and
whet her the individual is able to withstand pressure and
coercion. | have already addressed that issue. | do not

bel i eve, however, that the issue of the 1989 interrogation raises
a separate Criterion L security concern. °

The notification letter pointed out that the individual and his
si bl ings have worked for the governnent of the sensitive country.
The letter indicated that this could suggest conflicting

al l egiance. As indicated above, | do not believe that there is
any question about the individual’s current allegiance to the
government of the United States. | amconvinced he is a |oyal

US. citizen, with no synpathy for the governnment of the
sensitive country. The allegiance of his siblings to the
sensitive governnent does not present a separate Criterion L
concern here. | believe that the issue is whether the individual
wi |l be subject to pressure or coercion by the sensitive country.
| do not believe that the fact that the siblings may have worked
for the sensitive country’s governnent creates any additional
security risk here, beyond the Criterion E risk discussed above.

6/ The notification letter raises a nunber of simlar concerns
under Criterion L, all of which in ny opinion raise no
security concerns beyond those that are already included
within Criterion E© E.g., Notification Letter, Itenms 2(K),

(Q-.



The letter indicated that the individual knew that a U S.

gover nnment contractor by whom he was fornmerly enpl oyed had
engaged in wongdoing wth respect to the governnent contract.
The individual has submtted a copy of an email that he sent to
his former supervisor at this project informng himof the

wr ongdoi ng. | ndividual’s Subm ssion of August 2, 2006. | am
convinced that the individual took reasonable steps with respect
to this matter and I see no concern regarding his trustworthiness
here. | also believe the individual’'s testinony that he did not
know how many assistants he was entitled to under his forner

enpl oyer’s contract with the U S. governnent. | therefore
believe that he has resolved any Criterion L security concern
associated wwth the fact that he only received one assistant in
connection with his fornmer enploynment with a governnent
contractor.

The notification letter indicated that the individual appeared to
have a valid passport issued by the sensitive foreign country. |
see no concern here, such as dual loyalty or a question regarding
his citizenship intentions. The record in this case includes a
phot o- copy of the cover of the passport showing it has been cut

in the corner, signifying that it is no longer valid. Further,
the expiration date on the passport is 1999, one year before the

i ndi vidual becane a U.S. citizen.” DOCE Exhibit 6. | see no cause
for concern regarding the existence of this passport.

| al so see no security concern arising fromthe fact that the

i ndi vi dual sponsored a speaker fromthe sensitive country. This
speaker was not a person with whomthe individual had any

previ ous contact. Rather, the individual was asked by his

enpl oyer to “host” this speaker. The fact that he did so does
not suggest to nme that the individual is prone to meking inproper
contacts with persons fromthe sensitive country, or that he
seeks out such relationships in order to maintain inappropriate
connecti ons.

The notification letter also pointed out that the individual’s
wife, who is still a citizen of the sensitive country and |iving
inthe US as a resident alien, could cause the individual to be
susceptible to pressure or coercion on her behalf. Wth respect
to this issue, | do not believe that the individual has resol ved
the security concern. The individual’s wife maintains the
passport of the sensitive country and can travel there freely.
She visits her own famly and that of her husband during these

7/ The individual appears to have nmade the DOE aware of this
passport in 2003.



trips. In fact, the individual’s wife has traveled on her own to
the sensitive foreign country within the |ast six nonths, and
stayed with her sister. | do not believe that under ordinary
circunstances the individual’s wife would reveal any classified
information to the governnent of the sensitive country. | see no
reason to believe that her husband woul d reveal such information
to her, even if he were privy to it. The concern here is of a
different nature. | believe that her visits to the sensitive
foreign country could result in pressure on and coercion of the
individual if his wife were placed into a position of duress,
such as a detainnent, during one of her visits. The individual
coul d be subjected to pressure to provide information to the
government of the sensitive country in order to secure her

rel ease or safety. Again, this situation could arise even if the
i ndi vi dual did not acconpany his wife on the visit to the
sensitive country, but rather remained in the U S. Accordingly,

| am not convinced that this aspect of the Criterion L concern
has been resol ved.

V. CONCLUSI ON

As indicated above, | find that the individual has not resol ved
the Criteria E and L concerns set out in the notification letter.

It is therefore ny decision that granting this individual access
authorization is not appropriate at this tine.

The parties may seek review of this Decision by an Appeal Panel
under the regulation set forth at 10 CF. R § 710. 28.

Virginia A Lipton
Hearing O ficer
O fice of Hearings and Appeal s

Dat e: Septenber 1, 2006



